
Generating Business
Intelligence from the
Operational Risk
Management Process 

by Bill Sharon 

In the wake of numerous new regulations requiring corporate

compliance, many companies have lost sight of the objective of risk

management. Compliance is but one element in the risk management

process, and managing operational risk can be accomplished

effectively only within the context of an organization’s business

strategy. This Executive Report discusses the shortcomings of the

current corporate understanding of risk management and presents a

new way of thinking about governance.

Enterprise 
Risk Management 
and Governance

Vol. 2, No. 5



About Cutter Consortium
Cutter Consortium is a truly unique IT advisory firm, comprising a group of more
than 100 internationally recognized experts who have come together to offer
content, consulting, and training to our clients. These experts are committed to
delivering top-level, critical, and objective advice. They have done, and are doing,
groundbreaking work in organizations worldwide, helping companies deal with
issues in the core areas of software development and agile project management,
enterprise architecture, business technology trends and strategies, enterprise risk
management, metrics, and sourcing.

Cutter offers a different value proposition than other IT research firms: We give you
Access to the Experts. You get practitioners’ points of view, derived from hands-on
experience with the same critical issues you are facing, not the perspective of a 
desk-bound analyst who can only make predictions and observations on what’s
happening in the marketplace. With Cutter Consortium, you get the best practices
and lessons learned from the world’s leading experts; experts who are implementing
these techniques at companies like yours right now. 

Cutter’s clients are able to tap into its expertise in a variety of formats including
content via online advisory services and journals, mentoring, workshops, training,
and consulting. And by customizing our information products and training/
consulting services, you get the solutions you need, while staying within 
your budget.

Cutter Consortium’s philosophy is that there is no single right solution for all
enterprises, or all departments within one enterprise, or even all projects within a
department. Cutter believes that the complexity of the business-technology issues
confronting corporations today demands multiple detailed perspectives from which a
company can view its opportunities and risks in order to make the right strategic and
tactical decisions. The simplistic pronouncements other analyst firms make do not
take into account the unique situation of each organization. This is another reason to
present the several sides to each issue: to enable clients to determine the course of
action that best fits their unique situation.

For more information, contact Cutter Consortium at +1 781 648 8700 or
sales@cutter.com.

Cutter Business Technology Council

Access 
to the

Experts

Tom DeMarco Christine Davis Lynne Ellyn Jim Highsmith Tim Lister Ken Orr Lou Mazzucchelli Ed YourdonRob Austin



Most senior executives carry life
insurance to protect their family
and/or business in the event of
their sudden demise. Many of
these same individuals make
annual doctor visits for a compre-
hensive checkup. But neither of
these activities is a substitute for
exercising, eating the right foods,
and engaging in activities that are
commensurate with one’s age
and physical abilities. Sadly,
healthy lifestyles are elusive in
corporate America. 

Complex organizations share with
senior executives a disturbing
penchant for managing opera-
tional risk by way of an insurance
and annual checkup model rather
than by embedding risk manage-
ment into the culture. The corpo-
rate world is rife with examples of
the failure of capital requirements

and control frameworks to pre-
vent, much less detect, fatal activi-
ties in the operating environment.
Ironically, the more that regulatory
scrutiny focuses on business prac-
tices and operations, the more the
operational risk management
effort is devoted to the actuarial
model rather than a proactive risk
governance model. 

By its very nature, operational risk
involves the dynamics of how
businesses execute their value
propositions through the deploy-
ment of human, technological,
and financial resources. Managing
the risk of these activities is just
that — management. Capital ade-
quacy and periodic control
reviews are an important element
of operational risk management
(and in some cases, a regulatory
requirement). They do not,

however, provide the business
intelligence (BI) necessary to eval-
uate, mitigate, accept, or exploit
risks (i.e., opportunities and haz-
ards) that affect business strategy.

Operational risk differs from other
kinds of risk in that complex and
flawed entities (that is, human
beings) dominate. Individuals with
different areas of expertise, who
use different terminology, and
who have different perceptions
about the importance of their con-
tributions versus the contributions
of their colleagues are those man-
aging this operational environ-
ment. It is not unusual for
operational managers to have
great competence in their disci-
pline but a far less developed
understanding of the businesses
that they support. 
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THE STRATEGY-ENVIRONMENT
DISCONNECT

Managing operational risk can be
accomplished effectively only
within the context of an organiza-
tion’s business strategy. Control
frameworks, best practices, and
other objective measures are use-
ful benchmarks, but operational
risk must be understood in the
context of a company’s mission
for it to have useful application.
The problem here is that most
business strategies mention client
relationships, product and service
development, and the value of
employees, but few define the
operational environment required
to support and execute them. For
instance, the provision of multi-
channel marketing services is
widely stated as a differentiating
attribute by many agencies and
holding companies, but the opera-
tional infrastructure necessary to
provide that service is sorely lack-
ing. This disconnect between
strategy and operational environ-
ment can be dangerous. Without
the context of strategy, operational
managers confine their view of
risk to the limits of their organiza-
tional boundaries. Language
emerges that defines risk from
the standpoint of the operational
discipline rather than the organi-
zation as a whole; language
that is often misunderstood by
others within the company. Risk

management becomes balka-
nized, and efforts to develop a
comprehensive view with com-
mon terms meet resistance. 

In order to demonstrate that this
resistance is present regardless
of the industry in question, this
Executive Report examines the
state of operational risk manage-
ment in marketing services,
where there is virtually no history
of risk management prior to the
Sarbanes-Oxley Act of 2002, and
in the financial services industry,
where there is a lengthy history of
risk management efforts. While
each industry has clearly unique
elements, their approaches in
addressing the symptoms rather
than the causes of risk are strik-
ingly similar.

Identifying the problem, however,
is only half the battle. The theoret-
ical framework of prospect theory
provides a methodology to
address the complexities of man-
aging risk in the operational envi-
ronment. Prospect theory —
which holds that people strongly
prefer avoiding loss to acquiring
uncertain gain — deals with the
manner in which people under-
stand their environment and make
decisions [1]. As we demonstrate
in this report, the application of
this theory to the operational envi-
ronment requires a tolerance for

and the embracing of human
foibles. 

In my experience in the marketing
and financial industries, risk has
been marginalized and relegated
to an activity to achieve regulatory
compliance. As such, it has been
acquired by the established risk
management organization (credit
and market risk), or it has
become the province of the inter-
nal audit department. Aside from
the resulting organizational and
oversight problems, this organiza-
tional alignment creates issues
that actually make it more difficult
to prevent operational failures.
The management of risk in the
operational environment is about
leveraging the information that
exists in operational disciplines
and organizing it in a manner that
is meaningful to the entire organi-
zation. In order for this to occur,
sustained effort must be under-
taken to engage business and
operational managers in the risk
management process. Through
the acceptance of the untidy
process of managing people, orga-
nizations can develop a robust
operational risk management
process.

THE SHIFTING LANDSCAPE
OF OPERATIONAL RISK
MANAGEMENT 

Virtually all members of an orga-
nization manage risk every day.



These activities are largely intu-
itive — returning telephone calls,
authorizing expenditures, and so
on — and these decisions have a
direct impact (large or small) on
the operational risk profile of an
organization. Over the past three
decades, however, the game has
changed because organizations
have become global and much
more diverse, and individual
actions can have complex and
sometimes unanticipated results.
Certainly the growth of risk man-
agement organizations has been
driven primarily by regulatory
requirements, but dealing with
risk (both the opportunities and
hazards) must remain a central
component of the management
of any company.

Background on the Marketing
Services Industry

With the establishment of the first
marketing services holding com-
pany in 1960, the marketing ser-
vices industry truly came of age.
(For more on the development of
major holding companies, see
sidebar “Marketing Services
Companies.”) 

The basic theory of these compa-
nies was to provide global ser-
vices for global clients and to
create an organizational structure
to service competing brands. The
growth engine was fed through
acquisition. Each acquisition was
expected to stand on its own and
generate revenue for the parent
company. CEOs responsible
for these acquisitions were
often charismatic, and their

organizations were extensions
of their reputation in the
marketplace. 

At the holding company level,
integration of operational disci-
plines seemed almost counter-
intuitive. As financial performance
determined earn-outs,1 control
over the operational environment
and the ability to withhold invest-
ment in underlying infrastructure
were crucial for acquired agen-
cies. Strategies were determined
locally; sometimes a single
agency lacked a set of standards.
Systems to manage global human
resources — essentially the talent
that the agencies must sell —
were never developed. The under-
lying assumption was that the
operational environment of each
acquisition was irrelevant to the
strategy of the holding company.
All was well until 2000, when a
series of events positioned the
industry for radical change.

The recession that began the
decade compelled holding com-
panies to examine the operational
processes that were duplicated in
all their member agencies and
that weren’t providing competitive
advantage. Initial efforts to con-
solidate processes met stiff resis-
tance. In an attempt to address
the desire for individual agencies
to maintain control over their
profit and loss, participation in
centralized services was encour-
aged but not mandated.

Initially, the focus was purchasing,
which then extended to IT and
HR. Early attempts to consolidate
IT were dismal failures. Under-
investment and lack of standards
meant that the initial cost of ratio-
nalizing infrastructure was far
greater than expected, and the
leadership at the center — a prod-
uct of the diversified environment
— often lacked the skills to estab-
lish support for organizational
change. 

Additionally, the advent of
Sarbanes-Oxley exposed the myr-
iad financial software packages in
use and, in some cases, the lack
of transparency and consistency
of financial practices. Because of
the range of financial controls
throughout the five holding com-
panies (discussed in detail in the
sidebar on the following page),
some fared better than others in
the compliance process, but the
lack of standards and the ensuing
effort to achieve compliance
strengthened the focus on the
operational environment.

As all these events converged in
the operational and financial envi-
ronment, client demands began to
shift. Over the years, many agen-
cies had turned into “job shops,”
churning out 30-second broadcast
and print campaigns that were
then sold in the marketplace
through media planning and buy-
ing organizations. Other marketing
specialties such as direct market-
ing, interactive, and branding
companies had been added to
the holding companies’ stable,
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receive additional future payment based on
earnings.



but cross-selling was limited.
Clients began to see a shift in
the attention of the consumer
from the traditional marketing
services forum to diverse media.
Recent studies show a dramatic
turn in consumers’ attention from
the traditional mass-marketing
channels of broadcast and print

and toward the more interactive
experience of the Internet. An
examination of where advertising
dollars go demonstrates that the
amount spent on broadcast and
print campaigns is not aligned
with the amount of time con-
sumers spend watching television

and reading magazines and
newspapers.

In an attempt to address this situa-
tion, holding companies began
concerted, though admittedly ad
hoc, efforts to provide integrated
marketing solutions for their major
clients. Strategies began to
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MARKETING SERVICES COMPANIES

The emergence of the marketing services holding company is universally credited to Marion Harper, Jr., who started his career
as a trainee and mailroom clerk at McCann-Erickson in 1939 and became the CEO of the agency in 1948. He was a visionary
in establishing an international presence to service multinational clients, and he expanded the service offering of his agency
by adding new media and communications services. 

The first step in the development of the holding company concept, which would provide an organizational structure capable
of servicing competing clients and competing brands, was the acquisition of the Marschalk and Pratt agency in 1954.
Interpublic, Inc., the first marketing services management holding company, was established in 1960. It would be another
25 years before the industry saw the emergence of similar competitive organizations.

In 1985, Martin Sorrell, the former CFO of Saatchi & Saatchi, bought WPP (Wire & Plastic Products, PLC), a public entity
through which marketing services companies could be acquired. Over the next 20 years, WPP became a holding company
powerhouse with the acquisitions of Ogilvy & Mather, J. Walter Thompson, Young & Rubicam, and most recently, Grey Global
Group.

A year after the establishment of WPP, a rival holding company, Omnicom Group, Inc., was formed following the merger of
two global agencies, DDB Needham and BBDO. Led by John Wren, Omnicom Group is currently the largest marketing services
company, followed by WPP, and then Interpublic.

In France, two additional holding companies were formed. In 1988, the French marketing services agency Publicis formed an
alliance with FCB (a US-based firm) and transformed its governance to a holding company model. It now ranks as the fourth
largest marketing services organization. In 1975, the French holding company Eurocom was established. Renamed Havas in
1996, the company expanded rapidly through acquisition between 1998 and 2001. Today, it ranks as the fifth largest holding
company.

Omnicom Group
23%

Other 
22%

Havas 
5%

Publicis Groupe 
12%

Interpublic Group of Cos. 
16%

WPP Group 
22%

Figure A — Global marketing services organizations by percentage of revenue for the industry as a whole.



emerge advocating a consulting
approach to client marketing
requirements. The industry began
to formulate partnerships with
clients where holding companies
would be responsible for develop-
ing and sustaining demand for a
client’s products and services
using the appropriate mix of
marketing media.

At the core of the marketing ser-
vices industry is an idea, and this
idea sells a client’s product or
service. All attention and efforts
surround the creation and execu-
tion of this idea, which requires
intense interaction with the client.
Simply put, the marketing services
industry is client-focused and
relationship-based. Given that this
is the unifying concept in an
industry that has grown through
a strategy of acquisition without
integration, leveraging it as a con-
text for evaluating hazards and
opportunities is a prudent choice.
Regardless of the validity of imple-
menting internal processes to
manage risk in the operating envi-
ronment, these efforts will achieve
traction only if they are positioned
in the context of enhancing the
client relationship.

Today, account directors tend to
work in traditional advertising
agencies; other marketing disci-
plines are brought in as needed
and, in some cases, form part of
the permanent account team.
Unfortunately, other than e-mail
and a scattering of extranet sites,
account directors have virtually no
tools to manage this complex

environment, and agencies and
their holding companies have
little concept of the current and
potential future demand on their
capabilities. 

Essentially, the state of the indus-
try today is that integrated market-
ing solutions are being sold to
clients, but the organizational
structure of the independent
marketing companies and the dis-
persal and quality of underlying
operational disciplines are largely
unchanged. Investment in the
operational environment, particu-
larly in IT, is under constant pres-
sure, and there is virtually no
connection between the desired
business strategy and the organi-
zation of the operational infra-
structure. The revenue base is still
largely driven by the 30-second
commercial. Peter Sealey, a visit-
ing professor of marketing at
Stanford University, sums up the
situation well. According to a 2004
Fortune article, the average ad
agency CEO, Sealey argues, is as
“blissfully unaware of the perils
his industry faces as a French
cavalry lieutenant in 1914” [2]. 

Background on the Financial
Services Industry

Since the early 1930s, when
more than 9,000 banks failed,
the financial services industry
has been subject to increasing
regulation. In 1932, the Glass-
Steagall Act required the separa-
tion of commercial banks and
investment banks (which was
reversed 67 years later through
the Gramm-Leach-Bliley Act) and

is emblematic of the conservative
approach of US regulators. It is
also an example of the reactive
nature of the regulatory process.
Enacted in 1991, the Federal
Deposit Insurance Corporation
Improvement Act (FDICIA) was a
response to the savings-and-loan
scandals of the 1980s; similarly,
Sarbanes-Oxley is a response to
the corporate scandals of Enron,
Tyco, and other companies.

This reactive environment has led
to many companies adopting
defensive postures to manage
risk. Getting through the compli-
ance process consumes millions
of dollars and has spawned a vir-
tual cottage industry of compli-
ance services. Despite the fact
that these regulatory acts must be
implemented as a process, many
organizations treat compliance as
an annual event that is somehow
separate from ongoing operational
processes. Being FDICIA-, SOX-, or
Basel II-compliant is not synony-
mous with being one of the
world’s best-run companies. Risk
management efforts, particularly
the focus on operational risk in IT,
are increasingly viewed as a cost
of business.

I have elected to use Basel II as
an example of the regulatory
response to operational risk
because it is currently the most
sophisticated legislation address-
ing the subject. As the sidebar
“Basel I and Basel II Capital
Accords” explains, operational risk
has only recently been recognized
as a significant risk factor. Only
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the largest US banks with sig-
nificant global activity will be
required to conform to the new
accords, but it is reasonable to
assume that this approach to
operational risk will be a bench-
mark in the future.

That said, the focus of the accord
on the development of a loss
database for operational failures
as a basis for an actuarial frame-
work for capital adequacy raises
the concerns outlined at the
beginning of this report. 

THE PROBLEM OF THE
ACTUARIAL APPROACH 
AS THE ONLY APPROACH

Clearly, the operational environ-
ments of financial services firms
are far more sophisticated than
those of marketing services firms.
Failure in any operational disci-
pline has far greater effect in
banks, securities firms, and insur-
ance companies; and the level of
sophistication and the system
checks and balances require
greater scrutiny. However, the mit-
igation of — and better yet, antici-
pation of — risk in the operational

environment has little to do with
segregating adequate capital to
deal with catastrophic events; the
operational environment must
adequately support the business. 

In fact, in many financial services
organizations, risk management
has become a specialized skill set.
While in the past, risk manage-
ment largely entailed an oversight
function to review a company’s
credit and market risk, the activity
has now expanded into an opera-
tional environment with a quanti-
tative bias that does not address
the dynamic nature of organiza-
tional risk. In proactively identify-
ing operational hazards, many
operational failures are the result
of human judgment and/or
malfeasance. In identifying opera-
tional opportunities, the ability of
the operational disciplines to
advance the business strategy is
the result of aligning appropriate
resources and taking risks in the
service of company business
strategy. In the operational envi-
ronment, neither hazards nor
opportunities can be assessed
and managed through the use of
an actuarial process.

An even greater concern with the
actuarial approach is that it cre-
ates an adversarial relationship
between the operational risk man-
agement function and business
and operational managers.
Healthy discussions and disagree-
ments are tremendously produc-
tive if they address issues that are
fundamental to the operational
risk environment, but serious
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THE BASEL I AND BASEL II CAPITAL ACCORDS

In the mid-1980s, the US Federal Reserve Board and the Bank of England grew
increasingly concerned about the activity of global banks in emerging markets and
off–balance sheet transactions. Through the Bank for International Settlements
(BIS), a committee of central bankers from the Group of Ten (G-10) was formed to
examine the risks associated with these activities and to determine the adequacy
of capital reserves. 

The outcome of this effort was Basel I, or the 1988 Capital Accord, which was
implemented in 1992. The focus of the accord was almost exclusively on credit
risk, and it applied the same standard to all borrowers in all markets. In 1996, the
accord was amended to address the shortcoming of the one-size-fits-all approach
of Basel I, which failed to account for the risk profile of the borrower. Additionally,
the amendment addressed the issue of market volatility and included a capital
charge for market risk.

Operational risk was not addressed until 1998, with the publication of a paper
based on a study of 30 banks from various member countries. The survey deter-
mined that awareness of operational risk had increased, that the measurement
and monitoring of these risks was in the early stages (creating significant issues of
categorization and data collection), and that these risks were not limited to the
back office.

This effort resulted in the Basel II Capital Accord, which further refined and
expanded the calculation of credit and market risk and, for the first time, pro-
posed an approach to operational risk. The operational risk component focuses
primarily on the establishment of a historical loss database consisting of opera-
tional environment events that have a negative financial impact. The accord recog-
nizes that the collection and categorization of this information is a daunting task,
and it encourages the financial community to reach consensus on an acceptable
methodology. Although there is concern about using a loss database as the pre-
dominant tool to determine capital adequacy for operational risk, it remains the
cornerstone of the Basel II approach. 



questions have been raised about
the focus of the Basel II approach
in terms of operational risk. In its
Comments on the Proposed Basel
New Capital Accord, the British
Bankers’ Association stated that
the accord is “overly focused
upon the achievement of a quanti-
tative solution. It is important that
… the Committee’s proposals do
not encourage banks to manage
their capital charge rather than
manag[e] their risks” [3]. 

TOWARD A NEW
METHODOLOGY FOR 
OPERATIONAL RISK 
MANAGEMENT 

Prospect Theory

In an environment marked by
efforts to either ignore operational
risk or simply insure against it, a
methodology is needed to under-
stand how to address the under-
lying forces that create hazards
and opportunities. Because I
believe that in operating and man-
aging a firm, human behavior cre-
ates the majority of hazards and
opportunities, we need a theory
that deals with people and their
perceptions.

In the mid-1960s, Amos Tversky
and Daniel Kahneman began
studying human decision making
under uncertain circumstances.
Prospect theory codified the
results of their unique experi-
ments. For our purposes, we
will concentrate on three of their
findings:

1. Emotions are the determining
factor in decision making.

Rational thinking is greatly
affected by emotional response
to any given situation. Human
reaction is based on an aver-
sion to loss rather than an
aversion to risk.

2. People rarely understand the
full context of the situations in
which they find themselves.
This lack of information limits
their ability to gather all the

relevant data necessary to
make informed decisions. 

3. The concept of reframing
(changing the context of the
perception of risk) is funda-
mental to changing the human
perception of risk. 

The sidebar “Prospect Theory:
A Sample Study” demonstrates
these concepts.
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PROSPECT THEORY: A SAMPLE STUDY

In the first exercise, Amos Tversky and Daniel Kahneman asked participants to
imagine that a rare disease breaks out in a community and is expected to kill 600
people. Two different programs are available to deal with the threat. If program
A is adopted, 200 people will be saved; if program B is adopted, there is a 33%
probability that everyone will be saved and a 67% probability that no one will
be saved. Tversky and Kahneman asked respondents which program they would
choose.

In the second exercise, Tversky and Kahneman asked respondents to consider a
similar community in which an identical threat is expected to kill 600 people. If
program C is adopted, 400 of 600 people will die, whereas program D entails a
33% probability that no one will die and a 67% probability that 600 people will
die. Again, respondents were asked to select a program.

In the first situation, 72% of respondents chose program A. The opportunity to
save 200 people by choosing option A was more compelling than taking the 67%
risk that everyone would die in option B.

In the second situation, 78% of respondents chose program D. Losing 400 people
(option C) when set against a 33% chance of everyone surviving (option D) led
most respondents to choose the riskier program.

A closer reading of the options reveals that choices A and C are identical: saving
200 people means that 400 people will die. Choices B and D are also identical: if
there is a 33% chance that everyone will live, there is a 67% chance that everyone
will die.

In this experiment and many others, Kahneman and Tversky demonstrated two
important concepts:

1. People are not risk-averse; they are loss-averse. When information is presented in
a manner that leads respondents to conclude that loss can be avoided, they take
significant risk to achieve that result. Losses loom larger than gains.

2. The reference point (i.e., the context) for the perception of risk is fundamental
to understanding the human response to it. Simply put, the manner in which a
situation is perceived determines the response.



In applying this theory to the
corporate environment, we can
extrapolate that operational man-
agers are often bound by their
perception of their responsibilities.
Expertise in their particular disci-
pline — whether it be IT, HR,
legal, purchasing, or any one of a
dozen areas required in the opera-
tional environment — determines
the initial perception of any given
situation. In making decisions,
people evaluate their options
according to the likelihood of loss.
This loss may manifest as a loss
within one’s area of expertise (i.e.,
an overextension of IT capability, a
lawsuit, etc.), a personal loss of
status in one’s organization, the
failure of a project, or the loss of
one’s position.

Prospect theory thus addresses
how issues are framed. As the
sidebar demonstrates, the same
information presented in a differ-
ent format leads to different deci-
sions. So the context or way in
which issues are framed is the key
in determining the response that
people will have. While some
might make decisions that are
risk-averse in the context of their
particular operational discipline,
they might take greater or lesser
risk if they made the decision in
the context of company business
strategy. The goal of operational
risk management is to assist oper-
ational and business managers in
framing risk issues in the context
of the organization as a whole. 

Achieving this level of awareness
has implications for organizational

boundaries, and it is often one of
the first barriers to be addressed
in implementing an operational
risk management program. People
have comfort zones and see the
world through their experience.
Perceiving the world through the
eyes of an operational discipline
that uses unfamiliar language and
practices requires a willingness to
accept the fact that in any given
situation, there are other, less-
well-understood forces in play. 

With this theoretical underpinning,
we can conclude that operational
risk management efforts in indus-
tries as diverse as marketing ser-
vices and financial services are
dysfunctional. Employing prospect
theory, it becomes clear that many
current operational risk manage-
ment efforts are actually counter-
productive; they assume that
there’s a rational process for
assessing risk and involve a risk
language that is rarely understood
or valued by the larger organiza-
tion. These efforts lack a converg-
ing point of view. Rather, most
“control risk assessments” claim
to represent an objective measure-
ment of risk. Prospect theory
demonstrates that risk assess-
ment is not objective and that
the management of risk can be
accomplished only through a con-
tinuous process in which informa-
tion is constantly reframed through

the ever-broadening understand-
ing of business strategy.

Additionally, the importance of
changing the perspective of man-
agers of operational disciplines
and the business managers whom
they support is often underesti-
mated. In financial services, credit
and market risk is well under-
stood. Based on established
methodologies, these ratings are
accepted as an element in the
business process. In marketing
services, risk management is a
new concept confined to the effort
to comply with Sarbanes-Oxley.
As such, it has had relatively
little impact on the operational
process required to produce cross-
functional advertising campaigns.
Consequently, both industries suf-
fer from the assumption that the
management of operational risk is
somehow not central to the tacti-
cal and strategic decisions that
dictate the success or failure of
an organization.

OPERATIONAL RISK
MANAGEMENT 

Getting Beyond Compliance in the
Marketing Services Industry

Essentially, financial performance
is the only business metric that is
used to measure the health of the
agencies and the profitability of
relationships with clients. Some
agencies review and assess the
quality of creative work, and
industry awards provide an indica-
tion of company position relative
to the competition. (Many metrics
relate to the success of individual
campaigns, but these metrics are
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In making decisions, people 

evaluate their options according 

to the likelihood of loss.



client-focused and have little bear-
ing on the internal operational
environment.)

Financial performance is funda-
mental to the assessment of any
company in any industry; but by
its very nature, it measures events
that have already occurred.
Managing operational risk, how-
ever, requires putting processes
and tools in place that can antici-
pate opportunities and avoid haz-
ards. It requires information about
the ongoing processes of the indi-
vidual companies within the hold-
ing company that are involved in
the production of the marketing
services to be sold. Given the nec-
essary change in the services
offered by the marketing services
industry, the first step in this
process is a mapping of capabili-
ties with current and anticipated
client requirements. Figure 1
demonstrates the three basic ele-
ments that span all the companies
involved in addressing a global
campaign.

Increasingly, holding companies
act as supersalesmen, pulling
together resources from a variety
of marketing channels and
promising clients that these
services will be delivered in a
coordinated manner. Once the
sales process concludes, it takes
real work to implement the global
marketing plan. The global
account director must understand
the capabilities of local markets
and have a means to coordinate
the work of what often amounts
to a dozen or more companies

producing work in a variety of
marketing channels.

Positioning this effort properly
is the first key to its success.
Prospect theory tells us that the
manner in which information is
presented is fundamental to the
decisions that will be made. In my
experience in the marketing ser-
vices industry, gathering the infor-
mation that forms the basis for
decisions has always been chal-
lenging. In general, holding com-
panies extract information from
agencies on a demand basis with
timetables that are subject to revi-
sion. Often these requests, while
legitimate from the perspective of
the holding company, are duplica-
tions of information already pro-
vided, albeit in a different format
or context. Needless to say, this

creates resentment at the agency
level, resulting in the fact that the
quality of the information that is
submitted is the product of a
process designed to satisfy a
request rather than inform.

Challenges in the Shift to an
Operational Perspective

Again, prospect theory tells us
that emotions trump rational
thought in assessments of risk.
No matter how legitimate, if the
request for information is pitted
against investment of time in a
local issue, it is likely that the lat-
ter will take precedence even if
the result is negative impact on
the organization at large. In mar-
keting services, the challenge for
operational risk management is
threefold:
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1. How can a holding company
gather ongoing information
about the capabilities of dis-
parate agencies in a manner
that is beneficial to both
parties?

2. How can the center leverage
distributed operational assets
in a decentralized environment
where financial metrics miti-
gates against the sharing of
these assets?

3. How can a holding company
develop a risk management
process that extends beyond
the Sarbanes-Oxley compliance
process?

In applying prospect theory to the
first question — that is, acknowl-
edging that emotion, not rational
thought, dominates in decision
making — it is clear that demand-
ing information from those
involved in the actual delivery
of marketing services is counter-
productive. Often compounding
this adversarial relationship is a
lack of understanding about why
the information is necessary on
the part of those providing it. The
culture of the decentralized hold-
ing company, in which agencies
are required to deliver only finan-
cial results and often compete
against one another in the market-
place, mitigates against the free
flow of information. 

What is required is a conversation;
the capabilities grid — a chart that
outlines an organization’s capabili-
ties and resources — needs to
be a two-way communications

vehicle to describe the current
and anticipated state of global
accounts. From the holding com-
pany perspective, the capabilities
grid represents a map of commit-
ments to the client. From the
regional or local market perspec-
tive, it is a channel to communi-
cate strengths and weaknesses.
Imagine a grid where green indi-
cates a capability that had been
sold to the client, amber indicates
a pitch or an account review in
process, and red indicates a capa-
bility that has not been sold to the
client. Imagine further that this
information is updated on a quar-
terly basis. A forum has been
created to communicate risk
information. 

The holding company now has a
portfolio view of its commitments
to key clients, opportunities to
gain or lose work with those
clients, and a view of where
growth potential lies. Individual
agencies have a broader perspec-
tive on the global account and
their opportunities within the
framework of the global client
relationship. As prospect theory
tells us, this reframing of the situa-
tion from the narrow view of the
individual entities (including the
holding company) to the broader
perspective where more informa-
tion is available in a larger context
has a measurable impact on
decisions. 

The second question is more chal-
lenging. Marketing services hold-
ing companies were established
with a decentralized structure that

allowed its member agencies to
service competing brands. This
distributed nature of the holding
company operating environment
inherently prevents a holistic
approach to the operational envi-
ronment. As I said previously, IT
and HR have made efforts to cre-
ate a more holistic approach, but
consolidation is in its early stages.
IT is focused mainly on infrastruc-
ture components and, in some
cases, financial systems; and HR
is focused on standardizing bene-
fits and payroll. While these are
useful first steps, neither effort
addresses the risks in the inte-
grated selling model of the hold-
ing companies. 

Collaborative systems are funda-
mental to the success of commu-
nicating across the diverse set of
companies that is involved in the
integrated offering of the holding
companies. Traditionally, these
systems exist only in situations
where account teams convince
clients to pay for them; and even
if they are instituted, they are the
first elements to be discarded in
the face of budget cuts or other
streamlining measures. This
behavior is tied to the old concept
of the business: advertising agen-
cies deliver print and broadcast
campaigns and the “nontradi-
tional” companies (interactive,
branding, direct marketing, etc.)
are on their own to sell their ser-
vices. Each manages its work indi-
vidually, and its ability to deliver
the work on time and within
budget is usually accomplished
through manual processes.
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Ultimately, awareness of the need
for operational risk management
information in managing a global
account across diverse marketing
companies will drive the deploy-
ment of technologies to gather
that information. In the context of
servicing the client and living up
to the new business model, col-
laborative technologies become
a cost of business, not a discre-
tionary service offered to the
client. Through the use of such
technologies, the holding com-
pany becomes a true partner with
the client, advising it on opportu-
nities where both parties can
become more efficient. Without
these technologies, the holding
company is reactive, learning
about late and over-budget
campaigns after the fact. 

So the accounting process of
charging back all costs to individ-
ual companies (and thereby mak-
ing them discretionary) must
change in order to establish the
infrastructure required for manag-
ing operational risk. In addition,
there are basic cultural issues
that must be addressed as well. 

Creating trust is another key to
the operational risk management
process in the marketing services
industry. Too often, the “Off with
their heads!” response to bad
news prevails. This mentality
stops the communication of risk
information; people learn quickly
to tell their superiors what they
want to hear. 

But using prospect theory, we can
reevaluate the hesitation to deliver
bad news. Prospect theory indi-
cates that people are not risk-
averse, but loss-averse. If the
capabilities grid is a recognized
form of communication in the
agency and holding company —
where the act of reporting oppor-
tunities and problems is recog-
nized as having value to the
organization — the quality of the
information will increasingly
become more accurate and multi-
dimensional, and those who par-
ticipate in the process will have
increased visibility in the company.

The marketing services industry is
in the early stages of managing
operational risk. Awareness is low
and largely confined to Sarbanes-
Oxley compliance. The trend in
the business toward selling and
delivering through integrated mar-
keting campaigns will continue to
place pressure on the operational
environment. The reactive
demand for information from the
center will come under increasing
pressure; the old days of manag-
ing a known quantity (print and
broadcast commercials) with a
predominantly manual process

are coming to an end. Even local
clients will begin to demand
diverse channels in their market-
ing campaigns.

For most executives in marketing
services, risk management has
negative connotations. Estab-
lishing the fact that identification
of hazards and opportunities
through risk management creates
tremendous benefit for agencies
and clients will nonetheless meet
resistance. Despite evidence to
the contrary, the industry seems
to operate on the premise that it
can choose the 33% chance to
save everyone in the community
from the deadly virus and win
every time. If this perception is to
change, clients will likely be the
impetus by demanding greater
transparency in the production
process of the services that they
purchase.

Getting Beyond Compliance in the
Financial Services Industry

Awareness of risk is far more
mature in the financial services
industry, and some companies
have extended their efforts
beyond the boundaries of regula-
tory compliance. At J.P. Morgan in
the mid-1990s (prior to its acquisi-
tion of Chase), I was involved in
the development of an operational
risk management process that
engaged operational and business
managers and led to the devel-
opment of a risk scorecard. I’ve
outlined the principles of that
effort below.
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Methods of Governance

The first step in establishing an
operational risk management
process in financial services is to
empower each operational disci-
pline to develop its own cate-
gories of risks. Comparisons with
externally developed lists of risks
are useful for benchmarking, but
ownership at the discipline level is
essential in the development of
risk information. It’s important to
note that the language and defini-
tions are developed by those who
need to communicate them to the
larger organization. As the risk
management progress matures,
these definitions become subject
to change as operational and busi-
ness managers reframe their per-
ceptions of risk. Continuity in the
development of these definitions
and the language that describes
them is an essential element in
the development of a risk man-
agement culture.

The second step is a shift from
standard point-in-time risk assess-
ments. Collecting information for
these assessments is often time-
consuming and results in a list of
tasks that generally cannot be
addressed in a time frame mean-
ingful to the validity of the infor-
mation; point-in-time risk
assessments have a relatively
short shelf life. Out-of-date risk
mitigation efforts are tantamount
to driving down the road at high
speed with one’s eyes fixed on
the rearview mirror. The organiza-
tion often loses sight of the origi-
nal problem and “forgets” why
resources are being spent.

Prospect theory tells us that as
people gather more information,
they can reframe issues over time.
Consider IT as an example of an
operational discipline and the use
of a red, amber, and green (RAG)
rating system: Technology man-
agers would develop an opera-
tional risk baseline for their
discipline using a set of categories
(reliability, security, business con-
tinuity, etc.). Once the baseline is
established, managers would be
responsible for projecting the risk
profile 90, 180, and 270 days into
the future based on their under-
standing of the business strategy
and their knowledge of projects
and initiatives within the IT divi-
sion. Additionally, should they
identify a risk (amber or red), they
would state whether or not a miti-
gation effort has been funded.

This baseline effort generates
valuable information by providing
a holistic view of the IT opera-
tional environment, a perspective
on the risks in that environment,
and clarity about the risks that are
funded for mitigation and those
that are currently being accepted.
Before euphoria sets in, however,
it is important to apply the prin-
ciples of prospect theory to
understand the validity of the
information that has been gener-
ated. Given that emotion and
unrealistic expectations play a
central role in the perception of
risk, it is wise to be somewhat
skeptical about these first
attempts at identifying and rating
operational risks. IT managers
may identify risks that appear

relevant from their perspective but
that in the larger context do not
merit such attention. For example,
the loss of an internal human
resources site would not have the
same impact on an organization
as the loss of a client-facing
extranet site. Similar ratings might
be assigned for risks leading to
either of these events. As the
process matures, granularity can
be introduced into the RAG ratings
to reflect risk to the organization
as a whole versus impact on a
department.

More important, if there’s a dis-
connect between the business
strategy and management of the
IT resource, unanticipated risks
may loom in the future. For exam-
ple, a real estate consolidation
that is designed to collocate
groups to develop new financial
products may have an impact on
networks, data centers, and sup-
port personnel. A failure to under-
stand the project beyond the task
of “moving bodies” can result in a
project that has potential to gener-
ate additional revenue receiving a
lower priority than it merits.

The first rule of risk self-
assessments is that they mature
over time. With experience, peo-
ple improve at understanding the
impact of the services offered by
operational disciplines on the
enterprise. Successful risk man-
agement is fundamentally depen-
dent on prospect theory’s concept
of reframing. As understanding of
a situation changes, perception of
risk changes. The opportunity to
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document those changes occurs
at three points during the opera-
tional risk management process:
the operational self-assessment,
the business assessment, and the
audit assessment. Figure 2 shows
these stages.

First, at three-month intervals,
managers must assess their actual
risk profile compared with the
profile they developed at the
beginning of the process.
Intervening events, along with
a mature understanding of the
process, often results in a differ-
ence between the plan and the
actual. It is important for this
expectation to be established at
the outset of the risk management
process. The mission of risk man-
agement is an evolving under-
standing of the shifting nature of
risk based on new information
and a better understanding of the
business strategy.

I should note that when I first
implemented a self-assessment
process, I was dubious about the
ability of managers to look dispas-
sionately at their areas of respon-
sibility. I expected all the ratings to
be green or at worst amber. To my
surprise, the self-assessments
were quite critical — in some
cases, overly critical. I discovered
that there was a pent-up desire to
communicate risk issues that pre-
viously had no outlet. I learned an
important lesson: the idea that
everyone always behaves defen-
sively is false. Additionally, we
used peer reviews to vet risk
assessments. Once again, we

discovered that our conversations
with peers who shared responsi-
bility for managing the operating
environment were not only
productive but enlightening. The
self-assessment demonstrated
the importance of reframing per-
ception based on additional
information.

Second, adding the business user
perspective expands the context
for perceiving risk. Imagine the
doctors from the two communi-
ties in our sidebar “Prospect
Theory: A Sample Study” (on
page 7) sharing their views on the
remedial action that should be
taken. Business managers are
asked to rate the services that
they receive based on similar, if
not identical, risk ratings as those
used by operational managers. As
a larger constituency develops
understanding about risk defini-
tions, these definitions become
more robust. An agenda is devel-
oped to converge perceptions of
risk. Both parties expand their
understanding of the context in

which they must make decisions,
and a common perspective begins
to develop.

Third, both internal and external
auditing should use risk assess-
ments in the review of the func-
tionality and controls provided
by operational disciplines. This
objective perspective has two
functions. First, it provides a
check on the validity of the
emerging consensus between
business managers and opera-
tional managers; second, it offers
a review of the validity of the risk
management process itself.
Questions such as the following
arise:

� Are the risk management
definitions robust? 

� Is the process being followed? 

� Can business and operational
managers successfully defend
their risk profiles? 

It is critical for the audit group to
accept this role to validate the
process and the converging
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perceptions of business and
operational managers.

Once the process is established,
data from the operational risk
management profiles can be
leveraged to create more
advanced business intelligence.
Figure 3 illustrates a portfolio view
of operational risk using a select
number of operational disciplines.
The utilization of and risk pre-
sented by the operating environ-
ment varies by business unit. For
example, the emerging market
business may have greater IT risk
because of questionable support
issues; but from a real estate per-
spective; it may have lower risk
because of a lower investment
requirement. The development
of a risk scoring methodology is

beyond the scope of this report,
but it is important to understand
the potential of leveraging a
process that engages the entire
organization.

If the direction established by
Basel II continues, the manage-
ment of operational risk will
remain mired in the actuarial
model. Business units will have an
adversarial relationship with risk
managers, and operational disci-
plines will be stuck in the middle.
The emphasis will be on suppos-
edly “objective” control reviews
rather than on a collective under-
standing of the opportunities and
hazards in the business process.

Prospect theory tells us that in this
situation, each constituency is

motivated by self-preservation:
that is, its aversion to loss. The
opportunities to reframe the risk
environment will be few and far
between because the organization
lacks motivation to do anything
but negotiate capital adequacy
issues.

That said, there is the potential to
develop a collective view of risk
in the operational environment.
Basel II requires that financial
institutions develop an opera-
tional risk management process,
although at this point it does not
prescribe its form. The increased
focus on ethical requirements and
the restriction of acquisitions that
the Federal Reserve has placed
on banks may create the perfect
storm that will result in a holistic
approach to risk in the operational
environment.

DEVELOPING SUCCESSFUL
OPERATIONAL RISK
MANAGEMENT PROCESSES

Roles and Responsibilities

The CEO

Prospect theory tell us that we all
suffer from expectations that are
mismatched with reality and that
we fail to completely understand
the situations in which we find
ourselves. The approach outlined
here seeks to address this human
characteristic by creating a culture
and a process in which providers
and consumers of operational ser-
vices are in a constant dialogue.
Their context for evaluating risks
is expanded by understanding the
diverse perspectives within the
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organization. The emotional con-
tent of decision making is miti-
gated through the collaborative
framework of identifying risk and
developing a mature understand-
ing of the possible impacts to the
organization.

In this scenario, the missing ele-
ment is the leadership required
not only to launch a meaningful
operational risk management
effort but to sustain it through the
active use of the BI that it gener-
ates. Consequently, it’s essential
to the success of any operational
risk management effort for a CEO
to be enthusiastically involved. He
or she ultimately owns the busi-
ness strategy that provides the
perspective against which all
activities in the operational envi-
ronment should be assessed. 

Tolerance for uncertainty and the
patience required to evolve a
comprehensive approach to oper-
ational risk can only be exempli-
fied by the CEO. In complex
organizations, the management
of operational risk is really about
organizational change. Taking part
in risk management changes how
people think about their jobs.
Excellence in leading an opera-
tional discipline is not an end in
itself but a ticket to sit at the man-
agement table through participa-
tion in the assessment of risk.
Without the sanction of the chief
executive, only the most enlight-
ened operational and business
managers will stick their necks
out (with a reasonable probability
that their heads will be chopped

off) to develop a comprehensive
view of risk in the operational
environment.

In addition to providing cover as
the operational risk management
process gets off the ground, the
CEO also has a central role in the
validation and use of the informa-
tion that is generated through the
operational risk management
process. Making the process and
the BI that it generates visible at
the highest level of an organiza-
tion not only legitimizes the results
but also demonstrates their value.
In my experience, risk scorecards
that describe hazards and identify
opportunities go a long way in
legitimizing the process through-
out an organization. Participation
in risk management allows man-
agers to leverage a communica-
tions channel to reach the highest
levels of an organization.

A holistic approach to operational
risk has value in the marketplace
as well. Increasingly, the ability to
demonstrate that a services orga-
nization has the requisite exper-
tise to address client needs and a
robust process for managing the
risks (hazards and opportunities)
that affect its performance are
differentiating attributes in an
increasingly competitive global
environment. In marketing ser-
vices, this means the ability to
advise clients on the effect of
delayed approvals on quality
and budget. In financial services,
those organizations that extend
the arena of risk management
from regulatory compliance to

operational excellence are per-
ceived as proactive rather than
reactive. 

Most important, if the CEO is not
engaged in the risk management
process, it creates a vacuum of
authority. This is the situation in
the majority of both financial and
marketing services firms. Some
might protest that CEOs and
boards are actively involved in
compliance activities, but the
central thesis of this report is that
compliance is but one element of
the risk management process. In
fact, if the operational risk man-
agement practices described
above were implemented, the
majority of compliance issues
would be resolved as an output
of the process.

From Internal Audit Function to the
Risk Management Organization

Unfortunately, most CEOs are not
engaged in the management of
operational risk beyond the com-
pliance process. Obviously, the
effort to meet regulatory require-
ments is quite high on the corpo-
rate agenda today, and it gets
significant attention from the exec-
utive suite, but the operational risk
management process that we
have described clearly isn’t perva-
sive. The result is that “compliance
organizations” masquerade as risk
management organizations, which
is damaging to the ability of com-
panies to identify emerging haz-
ards, much less take advantage
of opportunities. 
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Current practices indicate that if
operational risk is not central to
the management of a company,
it soon becomes the province of
the internal audit department.
This result is disastrous for several
reasons.

As stated previously, the role of
auditors in an operational risk
management process that truly
engages operational and business
managers in evaluating risk in the
context of the business strategy is
to validate the process and risk
assessments. In taking on the role
of managing the process, auditors
must necessarily give up their
assurance role, which creates a
dangerous void. Because of this
shift in the auditing function, an
organization’s methodology no
longer receives an objective
review, and the audit function is
essentially lost. Additionally, the
language and definitions of opera-
tional risk are developed and
owned by a group that has no
responsibility to deliver operational
services. The Committee of
Sponsoring Organizations of the
Treadway Commission (COSO)
identified this lack of objectivity in
its Enterprise Risk Management
Framework. Specifically, the
framework notes that the internal
audit should not have the role of
implementing and maintaining the
risk management process. 

Another problem with the role of
internal audit as one of implemen-
tation and risk management is the
nature of the information that is
generated in the operational risk

management process. Given that
the primary training and respon-
sibility of the audit function has
historically been to measure oper-
ational practices against objective
standards, the focus is primarily
on compliance. Applying prospect
theory, audit personnel not only
suffer from the normal condition
of not fully comprehending the
environment in which they oper-
ate, but they also rarely have any
line experience as business or
operational managers. The real-
world perspective of those man-
aging and utilizing the operating
environment is not included in the
assessment. Rather, these individ-
uals are placed in a defensive
position rather than becoming
stakeholders in a risk assessment
that is subsequently measured
against an objective standard.
They potentially stand on the los-
ing end of a debate that is fueled
by a negative perception of risk.

The role of audit is to describe
what “should be.” Measuring
policy and performance against
objective standards is a useful
benchmark and tool to ensure
that the organization operates in
a manner dictated by regulatory
authorities, but it is not risk
management.

Risk management is about
“what is” and “what could be.”
It is based in the real world of

identified business goals and the
human and infrastructural capaci-
ties to execute those goals. This
distinction is important. Both
activities are essential for success,
but too often risk management is
confused by a desire to achieve
an idealized risk-free state. The
objective review (i.e., the audit) is
essential to keep the subjective
view (i.e., operational risk man-
agement) honest. The real prob-
lem, however, is that managing
risk is more difficult than deliv-
ering assessments and recom-
mendations. It’s about using
information to make considered
business judgments. I believe that
audit has an essential role in the
process, but not one of providing
the blueprint for managing risk;
that is the responsibility of opera-
tional and business managers. 

It’s also problematic to have an
audit-managed operational risk
organization identify opportunities.
For example, capacities and capa-
bilities may be identified that
allow the business to expand; in
essence, to take a risk. The iden-
tification of opportunities is as
important as the identification of
hazards. If operational risk man-
agement is conceived as the
process by which an organization
not only prevents bad things from
happening but also identifies
opportunities to make good things
happen, organizations run the risk
of having auditors compel busi-
ness managers to take risks.

The establishment and positioning
of an operational risk management
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organization is central to its suc-
cess or failure. My belief is that risk
management should be part inter-
nal consultancy, part custodian of
the process, and part reporting
entity. It should resist the tempta-
tion to determine what does and
does not constitute risk. To do so
is dismissive of the conclusions of
operational and business man-
agers. To be sure, some regulatory
procedures require signoffs on
material weakness (or the lack
thereof), and in this area, the CEO
and the board need an expert
opinion; but this is best left to the
audit department. As stated previ-
ously, operational risk manage-
ment as a skill set must be
developed within the organization
to become a management tool in
the operational environment of the
business.

The skill sets in the operational
risk management organization
should reflect the operational dis-
ciplines in the company; ideally,
individuals should be drawn from
those organizational departments
and, in the early stages of the risk
process, supplemented by consul-
tants with expertise in process
development. Leaders of the
operational risk management
organization are best drawn
from a pool of candidates to be
groomed for senior positions. This
is beneficial in that the context for
the risk management effort is
being created by someone who
will become the consumer of the
information it compiles in the
future. Also, as executives rotate
through the position in two- to

three-year terms, the use and
understanding of operational
risk management information
becomes more deeply embedded
in the culture of the organization.

Ideally, the risk management
organization should always have
the goal of working its way out
of existence regardless of whether
or not it achieves this objective
in the near term. The alternative
is to establish itself as a self-
perpetuating bureaucracy with
all the associated negative con-
sequences. If one accepts that
success in operational risk man-
agement is measured by the
degree to which the information it
generates is relevant to business
strategy, ultimately it becomes
another element in the repertoire
of a skilled manager. To that end,
it is essential for the organization
that drives operational risk man-
agement to see itself as a facili-
tator, with a requirement to
constantly adjust the expanding
context of risk as awareness
expands in the organization. Given
the current regulatory focus, risk
management organizations will
clearly be with us for a while.
What I’ve described here is an
organizational structure that views
its mission as embedding risk
management into the daily opera-
tions and culture of the company,
rather than establishing a separate
discipline. 

CONCLUSION

Over the past several years, vir-
tually all market sectors have

suffered from spectacular failures
in companies’ operating environ-
ments. These failures usually
come to light as a result of finan-
cial transgressions so egregious
that companies can no longer
function (Enron, for example, is
the poster child for such failure).
Lesser events, however, demon-
strate operational failures that
somehow get cast as financial
events. 

For example, in 2002, Interpublic
had to restate its earnings several
times, and the company recently
disclosed that it would once again
revise its revenue and net income
numbers for the years between
1996 and 2001 (none of the execu-
tives currently at Interpublic were
in place during this period). The
financial services industry is no
stranger to these issues. The
Federal Reserve recently told
Citigroup to cease all merger
activity until the company gets
its internal controls in shape. 

It is alarming that through schizo-
phrenic logic, these events are
described as accounting and com-
pliance issues. To accept this is
somehow to view company opera-
tions as segregated into a variety
of vertical organizations that have
nothing to do with one another.
Seemingly, the mergers and acqui-
sitions without integration that cre-
ated major operational risks in
marketing services are somehow
relegated to a failure of the finance
division. Although arguably organi-
zations place greater focus on real-
izing operational efficiencies as a
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result of mergers in financial ser-
vices, the focus on cost reduction
has left holes in the management
of operating environments, and
these gaps are categorized as
“control issues.” 

It is almost unfair to single out
these two examples cited above,
because so many others could be
mentioned. The implementation
of Sarbanes-Oxley has made most
senior officers nervous and overly
focused on compliance. Both of
these examples focus on the lack
of attention to the hazard end of
the risk management spectrum.
If risk management is not
approached from a holistic per-
spective, companies face a defen-
sive cycle of uncovering problems
without developing a process for
evaluating their relative impor-
tance and, more importantly, tak-
ing advantage of opportunities.

Returning to prospect theory,
recall our community with 600
people at risk, where most
respondents chose to save 200
people. This was the risk-averse
choice. In today’s environment,
there is tremendous temptation to
make this choice, regardless of
the context. No one would argue
that financial controls shouldn’t
be improved, data secured, and
accounting rules followed. But
these are simply symptoms of the
manner in which the operating
environment is allowed to func-
tion. The focus on hazard in man-
aging risk — understandable as it
is given the misbehavior in the
business world — won’t solve the

problem, and I believe it will lead
to further negative consequences.

In the first part of the prospect
theory example, participants are
given information that prompts
them to choose the risk-averse
option; the mentality is, “Why take
a chance on saving everyone if I
know I can save 200?” I would
argue that this kind of informa-
tional organization is predominant
in corporate America today.2 The
problem with the risk-averse
choice is we end up with 400
dead people. Perhaps this out-
come is the best choice after
reviewing all relevant data, but
I believe too many make this
choice up front, without additional
information. Making this choice at
the outset is defensive and lacks
sufficient input from the managers
of operational disciplines. 

Despite the imbalance in risk
management efforts in the finan-
cial and marketing services indus-
tries, both are in similar positions
in terms of leveraging the exper-
tise of their business and opera-
tional managers in managing risk.
Over the past few years, the mar-
keting services industry has taken

steps to mitigate operational risk
by centralizing commodity opera-
tional functions: infrastructure and
financial applications in the IT
world, centralized payroll in HR,
and efforts at central purchasing
in the some markets. These are
positive steps, in that business
and operational managers have
concluded that these functions
not only fail to contribute to com-
petitive advantage but also pose
risks to an organization if they are
managed at the local level.

The industry also has the added
benefit of a shifting business envi-
ronment. The long-established
broadcast and print production
management processes (which
are primarily manual and labor-
intensive) will continue to come
under scrutiny as the number of
media channels for consumers
expands. Clients will demand
transparency in the development
of campaigns in these diverse
channels. While early on, the
process may not be pretty, eventu-
ally the marketing services indus-
try will develop tools to deal with
this environment, resulting in an
opportunity to manage opera-
tional risk.

This opportunity will evolve as
account executives increasingly
become interested in the informa-
tion required to manage across
diverse media channels. In addi-
tion, understanding capacities and
capabilities across geographies on
a portfolio basis will become
increasingly important at the hold-
ing company level. The old days
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2Incidentally, Tversky’s research also indicated
that human beings are far more adept at
identifying things that make them feel
worse than those that make them feel better.

In today’s environment, there
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of hiring and firing talent in two
media channels depending on the
gain or loss of business are com-
ing to an end. Managers of global
accounts will need a unifying
framework not only to deliver ROI
metrics after the fact, but also to
engage the client in understanding
the opportunities of working
together more efficiently.

Ironically, the financial services
industry faces a more difficult
challenge. The extensive history
of reactive regulation encourages
risk-averse behavior. The effort to
achieve compliance is significant,
reducing the ability to redefine the
scope of operational risk manage-
ment. The problem is that half a
loaf isn’t better than no loaf at all.
The fact that Basel II views opera-
tional risk primarily as an effort to
determine capital adequacy based
on the actuarial models derived
from a loss database strongly
suggests that the industry will
continue to be mired in a one-
dimensional view of risk. History
may repeat itself on the larger
issues, where companies con-
tinue to suffer losses because
of operational failures. I would
argue, however, that if the indus-
try strives to become proactive, it
must embrace an expanded con-
text and view of managing risk.
The alternative seems to be the
development of an elegant
methodology to track new forms
of loss in complex organizations.
Ultimately, knowing how you shot
yourself in the foot is not terribly
enlightening. Knowing how the
gun works, whether it’s loaded,

whether the safety is on, and
whether taking it out of the holster
is a good idea is far more useful
information.

In order to become more proac-
tive, companies must come to
recognize that the management of
operational risk is predominantly
about understanding and leverag-
ing the manner in which human
beings perceive risk. While there
is an opportunity to develop
sophisticated metrics to evaluate
risk on a portfolio basis across
business units, the bedrock of the
process lies in the management of
people. There must be a commit-
ment to the untidy process of
moving an organization toward
a new way of thinking and an
expanding context of the man-
ager’s role in the organization.
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