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Bill Sharon

Risk Management:
Worrying About Things That

Need To Go Right

here has been an increased dissat-

isfaction with many efforts that

have been initiated under the
rubric of “risk management” over the past
several years. One of the drivers of this dis-
satisfaction has been the cost of compli-
ance with Sarbanes-Oxley legislation (ac-
cording to the FEI in a survey of 217 com-
panies with revenues in excess of $5 bil-
lion, the average cost in the first year of im-
plantation was $4.36 million; 39 percent
more than was anticipated). However, the
more fundamental complaint is that for all
the focus on categorization of and mitiga-
tion against issues identified as “risks”
there has been very little tangible positive
impact on the bottom line.

The response to this criticism has been
to point to the control issues that have been
uncovered in the SOX process and the po-
tential civil and criminal penalties that have
been avoided through the identification
and documentation of those issues along
with the required remediation actions.
While there is no question that the provi-
sion of accurate financial information and
the compliance with the provisions of the
SOX legislation, as well as the Public
Company Accounting Oversight Board
(PCAOB) standards, is essential, it is rea-
sonable to question whether this activity
should be defined as the primary focus of
risk management. Achieving basic process-
es involving adequate financial controls is a
fundamental requirement of being in busi-
ness.

Another dimension to the complaints
about the risk management effort comes
from those who are charged with imple-
mentation. They often point to a lack of
sustained sponsorship from the executive
suite. Senior managers are clearly con-
cerned about adhering to the requirements
of the law and established compliance
standards, but they are charged with grow-
ing the enterprise and generating profits
for their shareholders. Activities that do
not contribute to that goal are generally

viewed as a cost of business, certainly nec-
essary, but not central to the myriad of
tasks essential for growth.

On an operational level there is also a
growing adversarial trend in the relation-
ship between risk managers and the busi-
nesses and operational managers. In finan-
cial services there is a new set of require-
ments to manage operational risk set out
in the Basel II accord. While the language
of the accord is broad in terms of the need
for a comprehensive approach to opera-
tional risk, the primary focus has been on
the provision that requires capital alloca-
tions based on negative events that have
occurred in the operational environments
of similar businesses in the past. This has
led to intense efforts to establish “loss data-
bases” to catalog these events and develop
actuarial tables to determine the alloca-
tions. Essentially an insurance model,
business managers are being put in the po-
sition of arguing that their premiums are
too high and based on events that are not
germane to their particular business mod-
el. Other industries are also experiencing
significant constraints on their operating
environments resulting from control pro-
cedures that impact their ability to execute
in a timely manner.

The Definition Of Risk

We believe that the fundamental prob-
lem in all of these areas is the definition of
risk. Our view, simply put, is that risk ex-
ists. It is neither good nor bad until it is
understood in the context of the business
objectives of an organization. We believe
that this concept has been confused by the
labeling of compliance activities (SOX,
Basle IT etc.) as the primary or even sole fo-
cus of risk management efforts. While
there is no doubt that a failure to comply
with a law, regulation or international ac-
cord presents a risk, it is a very narrow
view of risk to the enterprise.

Risk needs to be understood across a
continuum from those events that present
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the potential for damage to the business
strategy, to those that compose the uncer-
tainties implicit in the execution of that
strategy, to those that must be embraced in
order to achieve the goals of the organiza-
tion. Expanding the definition of risk
management in this manner has the po-
tential to engage the entire organization, as
it requires collaboration between business
and operational managers to gather and
assess the risks that are not only to be
avoided but also embraced in the service of
achieving the goals of the organization.

The current definition of risk as a nega-
tive is the result of the corporate abuses of
the recent past and the regulatory response
to those abuses. Certainly these issues
needed to be addressed, but we all appear
to be persevering on worrying about all the
things that can go wrong. The attention to
this narrow perception of risk is driven by
fear. Anyone who suggests that we may
have become excessive in our focus on
controls is often shouted down as the pur-
veyor of at best irresponsibility and at
worst malfeasance.

Insurance in its many forms is an essen-
tial component of prudent business prac-
tices and for many years was the primary
focus of managing risk. The level of so-
phistication of actuarial models that will
be developed over the next several years in
the operational area will be useful in miti-
gating the losses in new and/or established
high risk opportunities in the financial
services industry and will also have appli-
cation in many other industries. These in-
surance models will not, however, win a
new client, close a deal, integrate an acqui-
sition or contribute to the reputation and
image of a company.

All of those efforts will require the man-
agement of risk from a different perspec-
tive. It will require an understanding of
and management of “all the things that
need to go right”.



A Historical Example

We are all familiar with John FE
Kennedy’s State of the Union challenge in
May 1961 in which he set the goal to put a
man on the moon by the end of the decade
—and the achievement of that goal in July
1969 by the Apollo II Lunar Lander and
Neil Armstrong. What may have been for-
gotten is Kennedy’s sustained effort to en-
sure that this be the goal of the NASA pro-
gram rather than one of several goals—the
latter strategy being favored by James
Webb, the Director of NASA at the time.

This historical example is interesting
from several perspectives. First, a clear goal
was established with little or no immediate
prospects for its achievement. The underly-
ing perspective at the time was that it would
be unacceptable for the Soviets to beat the
U.S. to the moon. From a risk perspective,
all other concerns would have to be ad-
dressed within the context of that goal.

Second, the historical record tells us
that Kennedy did not just make his pro-
nouncement and move on to other things.
He was challenged by the agency that had
the responsibility to achieve his goal. From
the recently released recordings of the
meetings between Kennedy and Webb, it
becomes clear that Webb was concerned
that there was a lack of information about
the surface and environment of the moon
as well as information on the composition
of space. He was arguing for a delay to
gather more information.

Kennedy listened to and evaluated the
objections to the singular dedication of
funding to the lunar landing and then reaf-
firmed his strategy. He is quite candid
about his lack of interest in space; he just
wanted to get to the moon before the
Russians. The science was a tool to achieve
that goal. Here we have an engaged execu-
tive leveraging his operational environ-
ment to attain an objective that he deemed
important in the larger picture. Certainly
the risk from a technical perspective was
immeasurable but the political risk was
clearly quantifiable.

Third, the only way to achieve
Kennedy’s goal was to “worry about all the
things that needed to go right.” This meant
accepting the lack of information about
certain aspects of the mission and making
the best possible judgments. In the words
of Arthur Rudolph, the scientist responsi-
ble for the development of the Saturn 5

rocket that sent the first Apollo mission to
the moon those judgments were consid-
ered in the following manner:

“You want a valve that doesn’t leak and
you try everything possible to develop one.
But the real world provides you with a
leaky valve. You have to determine how
much leaking you can tolerate.”

The only way to determine the accept-
able level of leaking was to understand the
goal of the mission—of which the greater
understanding of space and the engineer-
ing required to explore it, was only a com-
ponent. The political context was the driv-
ing force. Implicitly, this meant accepting
tactical and potentially catastrophic risks
to avoid what had been described as the
greater risk of being second to the moon.
(A subject for another time is the insidious
risks that occur when an organization re-
lies on past success to rationalize current
and future performance.)

The Swing Of The Pendulum

The fundamental issue facing the risk
management discipline is relevancy. The
problem with the vast majority of risk
management programs is that they do not
engage the organization in the process of
identifying and assessing risks, whether
they are hazards or opportunities.

Instead, we have developed a cottage in-
dustry of “risk experts” who impose seem-
ingly abstract standards on the business
process. We feel constrained to emphasize
again that defensive policies, whether they
be insurance models or control frame-
works, are an important component of
prudent business practices, but making
them the centerpiece of a risk manage-
ment function in a complex global organi-
zation is inappropriate. Growth is driven
by the execution of strategy and that exe-
cution requires an understanding of the
risks that must be undertaken to be suc-
cessful. Too often organizations focus on
the control function frankly because it is
easier to achieve. Relevant risk manage-
ment requires engagement with the senior
operational and business managers to un-
derstand what they are trying to accom-
plish and then providing them with infor-
mation that will contribute to their suc-
cess. Risk managers need to be skilled in
not only the technical aspects of risk as-
sessment, but also in the interpersonal and
organizational areas to be successful.

There is also concern about a more in-
sidious problem with the current focus of
risk management. Reactive change is al-
most never resilient change. Without the
context of the business objectives, control
procedures can be instituted that appear to
reduce risk by defending against abuse, but
actually create risk to the organization’s
ability to compete and enhance efficiency.
Over time, these procedures are often ig-
nored, further weakening the legitimacy of
the risk management process. Controls
only survive when they are perceived as
central to the mission.

Obviously, there are precious few organi-
zations today that have the clarity of mission
that NASA had in the 1960s. However, given
the acceleration of global competition, we
would argue that the urgency of managing
risk has never been greater. The struggle for
relevancy in the day-to-day process of the
organization is key to the evolution of risk
management from a compliance function to
a discipline that develops business intelli-
gence to further the strategy. Perhaps out of
necessity, the pendulum has swung toward
the implementation of internal and external
controls to address the recent abuses. It is
now time for movement back toward the
center where these controls can be balanced
by risk information that contributes to the
bottom line. m

Bill Sharon conducts seminars, work-
shops and consulting assignments in the area
of risk management. He may be reached by
e-mail at bsharon@sorms.com.
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Data Theft Results In Fed Directive
In light of the recent data theft disclosures at sever-
al government agencies, the White House Office of
Management and Budget (OMB) issued a directive
requiring all heads of federal departments and agen-
cies to implement specific measures to safeguard
sensitive information at remote locations, such as
laptop computers and mobile devices.

Additional details on the
memorandum can be found at:
http://wwwwhitehouse.gov/omb/
memoranda/fy2006,/m06-16.pdf.
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